Abstract: This paper presents the research on the use of the internet and multi-agent technologies to construct a Pay-Per-Use (PpU) Distributed Manufacturing (DM) platform on which service providers can offer their services and clients can access services on-demand. Instead of the traditional ownership of manufacturing resources and licensing services, the PpU service is a type of service where clients can have access to manufacturing resources but will only need to pay for what they have actually used. With PpU, the clients no longer need to own or maintain expensive software and hardware tools, but request use on-demand through the PpU platform.
Introduction
Market globalisation and worldwide competition compel the enterprises to implement new technologies and organise themselves using new concepts to maintain their competitiveness. DM is an important manufacturing paradigm in the agile and dynamic changing environment. The implementation of this kind of paradigm needs to be supported by enabling technologies, such as advanced network, distributed computing and system integrating technologies. Therefore, many large-sized companies have invested heavily in Information Technology (IT) tools and infrastructure to design and construct their DM networks to support DM activities. Consequently, they can make full use of geographically dispersed resources, and improve their design and manufacturing efficiency and effectiveness. However, it may not be economically feasible for small-and medium-sized companies to invest heavily in IT infrastructure, as they do not have the capability to enlist the related manufacturing resources to join their IT platform. A new approach is needed to enable the small-and medium-sized companies to identify and utilise potential manufacturing resources that are distributed in different locations to enhance their productivity and competitiveness. In this research, a new way to obtain the needed manufacturing resources, viz., a PpU approach is presented. By means of PpU, enterprises no longer have to own and maintain expensive hardware and software tools; these enterprises have access to potentially unlimited resources and only pay for what they actually use, viz., pay for on-demand manufacturing services; in addition, the clients will always get to use the latest version of the software and hardware. In this way, service providers can easily enlarge their market share and prevent software piracy and they can launch new products instantly.
Many companies have begun to provide clients with PpU services. Sun Microsystems is one of the first to deliver easy, affordable access to computing power as a utility service over the network . Sun N1 Grid Utility computing PpU cycles programme enables customers to rent a 'grid' of connected computers that can be used for power-hungry tasks. The HP PpU service for the HP integrity and HP 9000 server solutions offers organisations real-time access to reserve capacity without having to pay for that capacity when it is not in use (HP PpU, 2007) . The Agilent Technology Corporation provides users with access to all of the 3070 test capabilities at a dramatically reduced purchase price with its unique PpU concept (Agilent, 2007) .
Besides providing special server-client software to achieve the PpU model, some companies provide their services over the internet, i.e., the clients would only require an internet browser and connection to obtain these services. Spatial Inc's PlanetCAD TM division and Tecnomatix Technologies Ltd have launched quote-apart TM , which is a unique internet-enabled service that improves machine-shop productivity and product quality by quickly and automatically generating manufacturing cost and process reports from a 3D CAD model (Quote-a-Part, 2007) .
However, currently, only a few traditional products or services can be offered over the internet efficiently. Many issues have to be resolved to offer various products and services based on the PpU concept over the internet. Jiang et al. (2006) have compared the PpU approach with perpetual licensing, and presented three key findings: first, PpU licensing can stop revenue leakages (from piracy) and increase a vendor's market penetration and profitability; second, if potential piracy is high, PpU can make both consumers and vendors better off; third, the benefits of PpU licensing grow higher with stronger network externalities. The WebMetrics project is designed to exploit the idea of software rental in internet applications based on a PpU approach. The tools available in WebMetrics can be downloaded on-demand by users and executed in a web browser (Succi et al., 1999; Ferreira et al., 2000) . Two architectures for building Pay-per-Run software systems (Ferreira et al., 2000) have been presented, namely Download-Once and Dynamic-Download, which allow users to pay for each execution of an application instead of buying a more expensive user licence. Lin (1997) has applied the PpU model to VLSI design. Through computing brokers, every user can theoretically have access to any hardware platform and software over the internet with PpU.
To run the PpU systems securely and economically, such systems have to consider pertinent issues, such as security and payment. In a network-based application, security is a perpetual and pre-requisite concern. WebSOS, an enriched implementation of the Secure Overlay Services (SOSs), is a DoS-protection architecture for web services (Morein et al., 2003; Keromytis et al., 2002; Stavroou et al., 2004) . Micropayments are electronic payment methods specifically designed to keep operating costs low. Many micropayment systems have been reported (Tang, 1995; Poutanen et al., 1998; Cox et al., 1995; Buttyan and Salem. 2001) .
Although several relevant topics on the PpU concept have been studied, research on PpU services is at the beginning stage and the majority of research is focused on issues of security, payment, etc. Research on the application of the PpU concept in DM is relatively less addressed. In this paper, the approaches to obtain and offer PpU services are studied. The rest of the paper is organised as follows. Section 2 presents an architecture of a multi-agent-based PpU DM platform, elucidates the security mechanism, and presents two approaches to obtain PpU services and modes of payments and measurements. In Section 3, a prototype system has been developed to illustrate the principles of the approaches. Section 4 concludes the paper.
Multi-agent-based PpU Distributed Manufacturing platform
The main goal of constructing a multi-agent-based PpU platform is to provide highly cost-effective services for clients in a DM environment and provide a gateway of launching functional manufacturing resources for the service providers. Through this platform, clients can obtain services on-demand, e.g., CAD and CAM software and manufacturing resources, and dynamically configure various manufacturing resources with the help of the agents; on the other hand, service providers will also find it conducive to provide their services to the clients.
Multi-agent system for Distributed Manufacturing
Multi-agent systems are distributed computing systems composed of a number of interacting agents. A multi-agent system represents a feasible technology to support DM applications, which can be modular, decentralised, changeable, ill-structured and complex, for which multi-agents are best suited. In the DM systems domain, an agent is a software entity that represents a manufacturing system entity, such as a physical device or a task, i.e., physical agents and functional agents (Shen et al., 2006a (Shen et al., , 2006b ). These DM systems can be organised in a decentralised structure, and easily reorganised into different organisational structures (Leitão and Restivo, 2001 ).
Multi-agent system architecture
Three architectures for MAS have been presented (Shen and Norrie, 2007) . These three approaches, viz., the facilitator, mediator and autonomous approaches, have different characteristics as shown in Figure 1 .
The facilitator approach
The facilitator is a special agent that is responsible for coordinating the communication among the agents. The facilitator provides a reliable communication layer, routes messages among agents based on the contents of the messages, and coordinates the control of the multi-agent activities.
All the agents in a facilitator-centric architecture communicate with each other via the facilitator. As a result, the robustness of this architecture can be poor and the overhead is relatively high.
The mediator approach
Like the facilitator, the mediator is a special agent that has more functions than the facilitator. Besides coordinating the communication among the agents and the control of the multi-agent activities, the mediator is able to search for relevant agents according to the agents' requirements and assist in setting up communication among them. All the agents in a mediator-centric architecture communicate with each other through the mediator. However, the agents are also able to communicate with each other after the communication has been set up (indicated as dotted lines). In contrast to the facilitator-centric architecture, the overhead of the mediator-centric MAS is reduced.
3 The autonomous agent approach
The autonomous agent architecture is a kind of peer-to-peer architecture, in which the autonomous agents can interoperate asynchronously with other agents through well-defined messaging mechanisms. Every agent in the autonomous agent system can communicate/interact directly with any other agents. In contrast to the agents in the aforementioned two architectures, the agents in the autonomous agent system are more complex and need to have knowledge of the other agents and the environment. 
In a DM environment, there is a need to efficiently and effectively operate a myriad of manufacturing resources that are dispersed geographically while sharing the relevant and common manufacturing information. Therefore, an MAS architecture for DM has to meet all these requirements. A hybrid architecture is presented in this paper. This hybrid architecture is a combination of the facilitator-centric architecture and the mediator-centric architecture (Figure 2 ). In this hybrid architecture, the facilitator is responsible for registering all the agents, classifying them as per their functions, and then allocating these functional agents to the different mediators to coordinate and assist them to set up communication with other agents according to their requirements. Only these mediators communicate with each other via the facilitator. Therefore, the hybrid MAS architecture is less dependent on the facilitator than the facilitator-centric architecture, and is also more robust than the mediator-centric architecture because of the presence of a multi-mediator mechanism. Additionally, all the agents are managed and coordinated by the different mediators according to their functional classifications. The sub-MAS for performing a certain task is configured promptly according to the requirement of the task under the assistance of the multi-mediators. Hence, this hybrid architecture is well suited to the requirements of dynamic reconfiguration of the manufacturing resources in a DM environment. 
Functional agents
With agent-based approaches, manufacturing resources, e.g., manufacturing equipments, operators, software, etc., can be represented as agents. As long as these agents abide by the same communicating standards and semantic criteria, they can interact with each other. These agents are subdivided into two types: functional software agents and physical device agents. The encapsulation of a functional software as an agent involves the encapsulation of legacy systems, which can be implemented with distributed computing technologies, such as RMI and CORBA (Sneed, 2000) . An important issue is the interactions between the agents representing the physical devices and the software agents. Physical devices are passive equipments, and different physical devices have different functionalities and communication protocols. To interact with other agents, these passive physical devices must be encapsulated as pro-active and autonomous agents that are capable of communicating with other agents and managing themselves (Figure 3) . Figure 3 shows a generic equipment agent architecture. In this generic equipment agent architecture, there are two main modules, viz., the logical and the physical modules. The logical module is responsible for communicating with other agents, obtaining information from the physical module, and managing and coordinating the internal and external activities of the agent. The physical module is responsible for encapsulating the physical devices and communicating with the logical module. 
The PpU Distributed Manufacturing platform
The PpU platform has the following characteristics:
• authenticated and authorised service providers can provide functional services for the clients through the PpU platform.
• authenticated and authorised clients can request for services on-demand through the PpU platform and pay for what they use.
• the security and effectiveness of the applications are provided for on this platform.
• the platform is managed intelligently by the agents.
With the pervasiveness of the internet, the web has provided easy access for many clients. Application applets written in Java can be directly inserted into the webpages and sent to the browser of a client who can then execute using local resources. Hence, the web technology and Java language are used to develop the PpU platform for offering secure and robust applications. On the other hand, the multi-agent technology is applied to organise and manage the various DM services that can be provided via this platform. In this PpU multi-agent platform, a client can configure a sub-MAS to perform its task, viz., task-driven dynamic manufacturing resource configuration (Figure 4) . The architecture of the PpU DM platform has a multi-tier architecture, which includes four tiers, viz., clients, web, application and database. The client tier is usually a graphical user interface/presentation layer. Using the client tier, clients can acquire information and obtain services. The main function of the web tier is to receive requests from the network and respond to the requests. The application tier handles mostly business logic and data access. The database tier stores and provides data and information for the application tier and the web tier. 
Security mechanism of the platform
The PpU platform requires a security mechanism to regulate the clients' access, so as to ensure only authenticated and authorised clients and service providers have secured access to this platform. Therefore, it is necessary to provide authentication measures.
Different roles have different rights of access to the diverse services and manufacturing resources provided by the platform. With optional authorisation (username and password), the platform permits clients to access some or all the services and manufacturing resources according to their role. For the service providers, only digitally approved applications can be offered to the clients via this platform. For secured information transfer, relevant security mechanisms are employed for the four tiers of the platform ( Figure 5 ).
1 Secure Sockets Layer (SSL) is a kind of communication protocol for transmitting private documents via the internet. SSL uses a cryptographic system that employs the public and private keys to encrypt data. SSL is applied to create a secure connection between the clients and a web server.
2 IP Security (IPSec) is a set of protocols to support secured exchanges of packets at the Internet Protocol (IP) layer. IPSec supports two encryption modes, namely the transport mode, which encrypts only the data portion of each packet and leaves the header untouched; the secured tunnel mode, which encrypts both the header and the data portion. IPSec is applied to ensure secured connection among the web tier, the application tier and the database tier for data transfer. 
Two approaches of PpU services
The PpU DM platform is able to provide diverse manufacturing services and resources between the service providers and the clients via the various functional agents. Two modes are proposed to satisfy the requirements of the clients, namely the self-service mode and the automated service mode. In the self-service mode, clients can search for the services they need and download the functional agents from the platform after paying. With this approach, the data that need to be processed are stored on the local computer of the clients, and the functional agents are stored on the application server. When a client requests for services, the platform would need to authenticate the client first. Next, the client has to pay for what is needed, before it can download the requested functional agents to be executed on the local computer.
In the automated service mode, a client requests services via a Human-Computer Interface Agent (HCIA). After the platform has authenticated and decided on a pre-or post-charging service fees payment scheme, the client can use the requested services. After a request has been received from a client, all the functional agents that satisfy the request from this client will be sent to the client and the selection may be made by the client itself or by this HCIA based on some predefined constraints. After selecting, the client sends the processing data needed to the selected functional agent and this functional agent returns the processing result to the human-computer agent.
The main difference between these two approaches lies in the location of the functional agents. With the automated service mode, all the functional agents run on the application server and the output is sent to the HCIA automatically; whereas, with the self-service mode, all the required functional agents are downloaded to the local computer and are executed manually.
Modes of charging and payments
The PpU platform offers flexible payment modes. The service providers charge their clients according to the level of usage instead of the traditional charging mode, where clients are required to purchase the software upfront, buy their own machine tools, etc. Different paying schemes, such as the length of use, the number of times of use and CPU time, are used to gauge the level of usage and payment. Correspondingly, two modes of payment are offered in the PpU platform to facilitate client usage. One mode of payment is the "pay first then use", i.e., clients would need to pay before using the services (e.g., pre-paid phone cards). The second mode of payment is the 'use first then pay', i.e., clients use the required services and pay according to their usage (e.g., utilities such as water and electricity). The clients can select different charging and payments modes based on their preference, so as to optimise the cost that would be incurred.
Implementation of the prototype PpU platform
The PpU platform is fully web-based, and the web server implemented is the Microsoft Internet Information Services (IIS 6.0). The functional agents are developed based on JATLite and Java, and the database is the SQL Anywhere 9.0.
The aim of the PpU platform is to provide a gateway for geographically dispersed manufacturing resources to be fully utilised so as to improve the response to market demand and reduce manufacturing cost. The diverse services are encapsulated as agents and provided to the clients on the PpU platform. On this prototype platform, it is assumed that different service providers provide different/similar functional agents to the clients, such as Design Mediator Agent (DMA), Manufacturability Evaluation Agent (MEA), Manufacturing Resource Capability Agent (MCA), Process Planning Agent (PPA) and Manufacturing Scheduling Agent (MSA). Authenticated and authorised service providers can add new functional agents to the PpU platform through the web portal ( Figure 6 ). On the other hand, clients can obtain their required services from the PpU platform after authenticating and paying for what they need.
In the self-service mode, a client can download the required functional agents from the website of the platform, such as the DMA, MEA, MCA, PPA and MSA, after paying. These functional agents are downloaded and executed on the local computer of the client (Figure 7 ).
In the automated service mode, the functional agents will be executed at the remote agent platform/service providers' computer. The authenticated client puts forward its request via the HCIA, and the request is sent to the Manufacturing Managing Agent (MMA). The MMA returns the relevant functional specifications to the HCIA for selection. After the HCIA has made a selection (human or HCIA), the MMA will send the request to the selected functional agent and the result to the HCIA (Figure 8 ). 
Conclusions
To utilise geographically dispersed manufacturing resources economically, the PpU DM paradigm is presented in this paper. In this paradigm, clients can obtain their required manufacturing resources after they have been authenticated and have paid for what they requested. Service providers can easily improve on their functional services. In contrast to the traditional ownership licensing service, the fees of using a PpU service will be according to usage level. In addition, there is saving in the maintenance cost since the software will be constantly updated by the service providers. Such a PpU system will be well received by the clients, and at the same time, the service providers will see benefits of better utilisation of their resources. Furthermore, the PpU DM platform is created using the internet and the multi-agent technologies. This allows clients to have easy access from anywhere and the service providers are able to provide their services more effectively.
